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No Batteries = Energy Harvesting
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A Program’s execution must be stitched together across power failures because 
the power coming from energy harvesters is low and dynamic

Energy Harvesting/Intermittent Computing
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Targeting the Maker Ecosystem
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Which gives us 
the largest 
potential 
userbase?

->Arduino
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Well… Why don’t these enable a battery-free maker ecosystem?

Existing Infrastructure(Related Work)
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BootHammer produces intermittent code by modifying the incoming hex file and 
puts the user in charge of checkpointing via user instrumentation

This Work: BootHammer
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BootHammer produces intermittent code by modifying the incoming hex file and 
puts the user in charge of checkpointing via user instrumentation

This Work: BootHammer
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BootHammer Pipeline
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BootHammer Pipeline: User Code Instrumentation
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BootHammer Pipeline: Compilation
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BootHammer Pipeline: Disassembly
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BootHammer Pipeline: Assembly Transformation
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BootHammer Pipeline: Reassembly and Flash
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BootHammer Evaluation

Normalized runtime overhead 
comparison between BootHammer and 
State-of-the-Art intermittent computing 
techniques

BC-Bitcount
BF-Blowfish
CF-Cuckoo Filtering
AR-Activity Recognition
RSA-RSA Encryption
CEM-Cold Chain Equipment Monitoring
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In general, and despite major hardware 
differences, BootHammer performs quite 
well compared with the State-of-the-Art
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User Study
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We evaluated BootHammer in a small scale user study of 9 participants

Participants were recruited via snowball sampling
• Undergrads and Grads
• Novice to Intermediate Experience with Arduino

In the study participants provided likert responses to our research 
questions

Does BootHammer increase a participant’s confidence in their ability to 
write an intermittent program? 4.6/5

Does BootHammer increase a participant’s interest in writing an 
intermittent/battery-less program? 3.5/5
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• Maker ecosystems provide a unique opportunity to expand access to 
intermittent computing

• The world needs sustainable makers and BootHammer makes this possible
• BootHammer is a fully fledged disassembler and assembly rewriter based on 

programmer annotations

BootHammer and the Future Ahead
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Questions?
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Extra Slides
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BootHammer at a 
Glance

Before…
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BootHammer at a 
Glance

…After
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Build computer systems that are sustainable, resilient, and useful for the entire 
lifetime of the people, places, and things they support.

7th Generation Decision Making
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A Program’s execution must be stitched together across power failures because 
the power coming from energy harvesters is low and dynamic

Energy Harvesting/Intermittent Computing
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Sustainable Computational “Things”
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• Main text – Navy Roboto 24px.
• Example of a sub point. 18px Roboto

• Subpoint example
• Sub-sub point example the first
• And the second

Headlines – 36pt Roboto Bold
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Headlines – 36pt Roboto Bold
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Previous Work: Battery-free MakeCode
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Leverage the compiler to transform code to work battery-free



User 
Instrumentation

RESTORE and CHECKPOINT macros let the 
user decide where to checkpoint their code. 
The macros are placeholders made of BKPT 
and NOP instructions. These placeholders 
make space for 32-bit branch instructions
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• BootHammer’s “trick”
• Arduino output’s it’s code in a very predictable pattern
• They all follow the setup() and loop() model

• The program won’t compile without these functions!
• So, there must be branches to setup() and loop() from 

main()
• Exploit this pattern to rediscover higher level 

information about the code
• If I can find main(), I can find setup() and loop()
• If I can find setup() and loop(), I can find all of the user’s 

code

Assembly Analysis
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BootHammer 
Runtimes

Verbose: Checkpoint every 
function and every iteration 
of a loop

Basic: Checkpoint every 
function. Skip some 
iterations of a loop

Strategic: Smart placement 
of checkpoints*

Unmodified: Native code
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BootHammer VS MakeCode-Iceberg and BFree 
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• Main text – Navy Roboto 24px.
• Example of a sub point. 18px Roboto

• Subpoint example
• Sub-sub point example the first
• And the second

Double Buffering the Checkpoints in Non-volatile Storage
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• Modeled after objdump disassembly
• From a high level:
• Parse each line of the hex file(ihex format)
• Disassemble the line one halfword at a time, taking into 

account the few 32 bit instructions
• State machine, moving left to right through the halfword

• Identify registers, immediates, and other values used
• Build branches and identify destination addresses
• Build a list of Instruction objects made of these 

characteristics

Disassembly
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SPI Clock(BootHammer)
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Code Size Increase

34



Runtime
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Not all functions push variables to the stack

CHECKPOINT is a NOP and 2 BKPT instructions

The NOP is replaced with a push(), the BKPTs are replaced with a branch to the 
trampoline, and BX LR is replaced with a pop()

BX LR Problem
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